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1. INTRODUCTION

This guide provides the description about 3 tools required for the remote management of NVC
and IPE series. When you should manage the multiple devices at the same time or when you
update your devices with customized kernel files, these tools can support that works easily.

¢ IPAdminTool : Provides the remote function of IP finder, IP setting, web access and fw
files update.

* Protect Tool : Provides the function of wrapping and encryption of the binary files for
customized ‘protect models’

e Package Tool : Provides the function of 'Packing ENC files’ and ‘Packing User File
system’

NOTE!

The IPAdminTool, ProtectTool and Package tool described in this manual are designed only for
NVC and IPE series. The interface and some features look identical to those of NVE but you
should use separate tools of NVE and NVC series.

02A.00 UDP Technology Ltd. 3
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2. IPRdminTool

Availahle functions with IPRdminTool :

e Configure IP address, subnet mask, gateway, DNS, and hostname
¢ Search available IP devices on network

¢ Show device information

¢ Update new firmware on single or multiple devices

¢ Reboot the system remotely

2.1. Starting IPAdminTool

IPAdminTool is provided with following SDK path.

{SDK root\BIN\TOOLS\AdminTool\

Run IPAdminTool.exe program and you can see that the IP devices are being scanned. It re-
scans network to keep updating IP devices on the list every 2 seconds. If required, you can
force scanning by pressing Refresh button.

B iPAdminTool ¥3.5.2

File Sefup System
[ IF Setup ] [ Update ] [ Reboot I | [ Device Info ] Exit
Selected Device : |NVC100D(192.168.111.32) -

Product Mame Rack Info 1P Address MAC Address Hostname Firmware Uptime A~
KWVC100 192.168.12.85 00;13:235:04:0C:55 nyclC55 0.99.14 01,01:07
NWC100 192.168.12.144 00:13:23:04:0C:90 nyc0Co0 0.99.14 00,02:54
NWC1000 192.165.111.30 00:13:23:03:6F:1E nvchF1E 0.99.14 00,02:04
NWC1000 192.168.13.110 00:13:25:04:00:6E nvclDEE 0.99.05 00,04:24
WVC1000 192.168:111,32 003131 23:04:16F 20 nyceFZ0 0.99.14 00,00:39
KWWC1000 192.168.12.143 00;13:235:04:0C:8F nvcOCEF 0.99.14 03,2102
WWC1000 192.168.111.89 nvceFS9 0.99.15 03,20:30
NWC1000 192.168.111.70 nvceEFde 0.98.04 07,04:53
WWC1000 192.168.11.589 00:13:25:04:08:59 nyclB59 0.99.14 10,19:36
NWC1000 192.168.11.53 00:13:23:04:0B8:35 nycOB3s 0.99.14 10,1936
RWC1000 192.168.2.24 00;13:23:04:0B:8D nwclBEh 0.99.14 04,02:56
NWC1000 115.178.74.69 00:13:23:04:6F1 22 nvceF22 0.99.05 06,23:35
MNWC1000 192.1658.11.71 00:13:23:04:0B8:47 nyclB47 0.99.08 33,18:13
NVC1000 192.168.13.235 00:13:23:04:0D:ER nvcODER 0.99.08 0o,00:03
WNWC1000 192.165.12.116 00:13:125:04:0C:74 nyclCyd 0.99.14 00,01:06
NWC1000 192.168.11.83 00;13:23:04:0B8:53 nvclBS3 0.99.08 0o,04:08
L HyC1nnm 192 1AR.14.21 nvelF1S _N.99.07 no.nn:n7 8|

[IFilter 111 Apply Device count @ 268

Figure 1. Refresh
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2.2. Menu and buttons configuration

4 IPAdminTool ¥3.5.2

File Setup System

IF Setup Update Reboot | [_Device InfO] | l Refresh ]B

Selected Device © [NYC1000(192.168.111.32)
| Product Name Rack Info IP Address MAC Address Hostriame Firmware Uptime I c L]
NAVC100 192.166.,12.85 0015:25:04:0C:55 nvclCE5 0,99.14 oi,01:.07
NAVC100 192.166.12.144 00:13:23:04:0C:90 nve0Co0 0.99.14 00,02:54
NAVC1000 192.166.111.30 0013:23:05:6F:1E nvc6FL1E 0.99.14 0o,0z:04
NAVYC1000 192.166.13.110 00:13:23:04:0D:6E nvclDeE 0,99.08 0o0,04:24
| Myvc1000 192.168.111.32 00:13:23:04:6F: 20 nyvchF20 09914 00,00:39
NWC1000 192.168.12.143 00:13:23:04:0C:8F nvcOCaF 09914 03,21:02
NWC1000 192.168.111.89 00:13:23:04:6F:59 nvchFe g 09915 03,20:30
NWC1000 192.168.111.70 00:13:23:04:6F46 nvceF46 0.98.04 07,04:53
NWC1000 192,168.11.589 00:13:23:04:08:59 nvcOBs9 09914 10,19:36
NWC1000 192.166.11.53 00:13:23:04:08:35 nvciB3s 09914 10,19:36
NWC1000 192.166.2.24 00:13:23:04:08:80 nvcOBED 09914 04,02:56
NVC1000 115,178.74.69 00:13:23:04:6F 22 nvohFzz 099,08 06,23:35
NVC1000 192,168.11.71 00:13:23:04:08:47 nvciB47 099,08 33,18:13
NAVC1000 192.166.13.235 00:13:23:04:00:ER nvc0DER 0.99.08 0o,00:03
NAVC1000 192.166.12.116 00153:23:04:0C:74 nvelC74 0.99.14 0o,01:06
NAVYC1000 192.166.11.83 00:13:23:04:0B:53 nvclBS3 0,99.08 0o,04:08
| mycinnn 192 1AR.14.21 NMe1R: 7304015 rvenF15 n.99.0A8 nn.nn:ny 2]
[CFilter | FERE | Apply Device count 268 E

Figure 2. Options

Section A

File
Refresh — Refresh the list and get the IP devices information.
Exit — Quit this program.

Setup

IP Address — Set IP configuration such as IP address, subnet mask, default gateway, etc.
Hostname — Set a new hostname.

Frequency setting — Set the frequency of MDNS messages sending.

System

Update — Update the firmware or any other required files.
Device info — Show the device information.

Reboot — Reboot the device.

Section B

IP Setup - Set the IP configuration such as IP address, subnet mask, default gateway etc.
Protect Update - Upload the firmware or any other required files.

Reboot - Reboot the device.

Device Info— Show the device information.

Refresh — Refresh the list and get the IP devices information.

Section C

Product Name — Product name of your device is displayed. It can be modified by uploading the
brand file involving the product name. 5. How to update the customized webpage describes
how to upload customized files.

Rack Info — If the scanned device is rack type, the related rack information is displayed.

02A.00 UDP Technology Ltd. 5
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IP Address — IP Address of your device is displayed.

MAC Address — MAC Address of your device is displayed.

Hostname — The hostname of your device is displayed. Changing the host name is not allowed.
Firmware — The current firmware version of your device is displayed.

Uptime — The passed time since the system is booted (Days: Hours: Minutes).

Section D

Exit — Quit this program.

Section E

Filter — Type any part of numbers of the IP address, check in the Filter box and click the Apply
button. Then IPAdminTool will scan only IP devices that include typed numbers.
Device count — The total number of scanned devices

02A.00 UDP Technology Ltd. 6
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2.3. How to search your device

Before running the IPAdminTool for finding the ERNITEC EVA, check out if the device is
powered on and connected the network properly.

1. Run IPAdminTool and wait a second while it scans the IP devices.
2. Right-click on a device name and then a shortcut menu appears as below. Choose the

‘Web view’ and you can see that the Web Page is showed up.
B iPAdminTool ¥3.5.2

File Setup Syustem

[ IF Setup ] [ Update ] [ Reboot ] | [Device Infn] | I Refresh ]

Selected Device : [NUC1000{192 168.111.32)
Product Name = Rack Info IF Address MAC Address Hostname Firmware Uptime *

MW C100 182.165.12.85 00:13:25:04:0C:55 nycOCS55 0.99.14 01,01:15

MY C100 R, 166,12, 144 00:13:23:04:0C:90 nwcCa0 0.99.14 00,03:02

MV C1o00 & 111.30 00:13:23:03:6F11E nvcaFLE 0.99.14 00,02:04

MWy C1000 110 00:13:23:04:00:6E nwcODAE 3

My CL1ooo Lo L 1.32 00 20 nvcaFzo

MW C1000 i 143 00:13:25:04:0C:8F nwclCaF 03,21:10

MwC1o00 Reboot 1.89 00:13:23:04:6F:59 nwchFeY 03,20:368

M C1o00 #5.111.70 00:13:23:04:6F:46 nvcaFde 07,05:01

MW C1000 = 168.11.69 00:13:25:04:0B:59 nycOB59 10,19:44

MY C1000 166.11.53 00:13:23:04:0B:35 nwcOB35 10,19:44

MV C1o00 1P Address 168.2.24 00:13:23:04:0B:8D nvcOBED 0.99.14 04,03:04

MY C1000 Host Mame 178.74.69 00:13:23:04:6F:22 nwchF22 0.99.08 06,23:43

MW C1000 168.11.71 00:13:23:04:0B:47 nvclB47 0.99.08 33,18:21

MW C1000 F 4 1l 165.13.235 00:13:23:04:00:ER nwcODEBR 0.99.08 00,00:0%

MwC1o00 168.12.116 00:13:23:04:0C:74 nwcOCT7d 0.99.14 00,01:14

MY C1000 e = 166.11.63 00;13:23:04:0B:53 nvcOBS3 0.99.08 00,04:16 |
_MuYCInnn il 1RR.14.21 Nn1A: 23 N4 nE5. nwrfF1S n.99.na nn.nn:nzy i)

. 7 Deviceinfo -

[JFilter |111.32 ; w_j Device count | 279

Figure 3. Web View

IP Filtering - When you have multiple ERNITEC EVA

If your network has multiple IP devices and IPAdminTool scans too many IPs, you can use the IP
filtering feature. Type any part of numbers of the IP address in the blank, check in the Filter
box and click the Apply button. Then IPAdminTool will scan only the IP devices that include
typed numbers. Refer to the picture below for example.

B IPAdminTool ¥3.5.2

File Setup Swstem

[ IF Setup ] ’ Update ] [ Reboot ] | ’Device Info] | [ Refresh ]

Selected Device : [NVC1000(192.168.111.32) |

Product Mame Rack Info 1P Addre MAC Address Hostname Firmware Uptime
MY C10o0 [ 192.165.111.32 ]DD:13:23:D4:6F:20 nychFz0 0.99.14 00,00:50

| [ Apply ] Device count : 1

Figure 4. Filter

02A.00 UDP Technology Ltd. 7
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2.4.1P Management of ERNITEC EVA

You can adjust the network setting with IPAdminTool. Go to IP Setup button on the upper
menu bar or you can use the shortcut menus as well.

PAd 0o [) L]
le  Setup =11}
IF Setup ] Update J [ Reboot ] | [ Device Info ] | [ Refresh ]

1CE |NUC1DUD(192'168'111'32) | [ pisplay Rack info  []Stop Refreshing

[ Product Mame * m\ MAC Address Hostname Firmware Uptime

|
|
| iMvC1000 19z.165.111.32 L2304 00: 20 nwcl0zo 0.99.05 04,18:25
|

Selected Device 1 CAP{19Z2.168.111.32)

IDHCP %) Static Local Metwark infarmnation

IP Address | 107 188 111 . 32 | [ Net1 |

SubnstMask | 255 .255 . 0 . 0 | |client Network Infarmation

Adapter Info:Marvell Yulkon &8ES055 PCI-E Gigahit Ethernet Controller - Packet Sc

Gatew [ ]
i 1192 .168 . 0 . 1 | | pgonter Name:{34EDEDTC-BE33-AA4C-B672-1CC24EEABAIS}
DHS " c0c =0 =z w0 i MaC Address:001ag80dze3zf
1P Address:192.168.3.103
Hostname [rvceFzn | |Subnet Mask:255,2595.0.0
fmeeefed | Gateway:192 168,01
DHS:

[_ Setup J [ Cancel ]

Figure 5. IP Setup
DHCP
Let the DHCP server get the IP address automatically.

Static
Set the IP address, Subnet Mask, Gateway and DNS manually according to users’ network
requirements.

02A.00 UDP Technology Ltd. 8
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2.3. How to check your device Information remotely

The software version information of IP devices are shown with the menu [System — Device
Info]. Shortcut menu also provides as Device Info menu.

Marme

Device Type
Product Name
Host Mame
Eth Count

Eth Interface
IP Address
MAC Address
Subnet Mask
Gateway

IP Mode

ONE
Firmware \Version

P g e e

<

Walue

nyc

CAP

nvchFSE

1

etho
192.165.111.91
00:13:23:03:6F: 58
255.255.0.0
192.165.0.1
static

0.0.0.0, 0.0.0.0
0.95.01

qqqqq

Cad

Figure 6. Device Info

You can find the device information as below.

e Device Type

¢ Product Name

* Host Name

e Ethernet Count

e Ethernet Interface
e |P Address

e MAC Address

e Subnet mask

e Gateway

¢ |IP mode

e DNS

e  Firmware version
e Bootloader version

e  Web URL

e Web Port

e RTSP port

¢ Update port
e Uptime

e System Key method
* Device Serial
* Description

02A.00

UDP Technology Ltd.
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2.6. How to update firmware remotely

IPAdminTool provides the firmware update feature for single or multiple IP devices.

Tip. Want to update multiple devices at the same time?

Choose the multiple devices with Crtl or Shift key and find the ‘Update’ button on the upper
menu (The mouse shortcut menu also provides the Update menu).

B 1PAdminTool ¥3.5.2
File Setup System

[ IP Setup ][ Update ] [ Reboot ] | [De\uce Info] | { Refresh ]

Selected Device : |[NVC1000{192.1682.24) ‘

Product Mame = Rack Info 1P address MAC Address Hostnarme Firrmware | Uptirne R
NWC1000 192.168.14.22 00:15:25:04:0E:16 nvcOELR .99, 0o0,00:08

Web view
Reboat
MYC1000 ] 192.165,11.53 113:23:04:0B:35  nvoOB3s 94, 10,19:52
MYC1000 Host Mame 192.168.11.69 00:13:23:04:08:59  nvoOB59 0.99.14 10,19:53 o
NYC1000 — - 192.168.111.70  00:13:23:0416F46 rveeFA6 0.98.04 07,05:09
NYC1000 192.168.111.89  00:13:23:04:6F:59 nyehFSg 0.99.15 03,20:46
NyYC1000 192.168.12.143  00:13:23:04:0C0:8F  nvoOCEF 0.99.14 03,21:18
NYC1000 192.168.111.32  00:13:23:04:6F:20 nvceF20 0.99.14 00,00:55

E

_MYcinnn 192 1A/R.13.110 nn:13:23:n4:Nm:ARF nwNDAF n.99.na nn.ng:41

D F :
[IFilter |111.32 &ﬂ Apply Dievice count @ 288

Figure 7. Protect Update of multiple devices

Stepl. Select IP device

Select the device you want from the list and it turns blue. Right-click it and select the ‘Update’
menu. You can see the window below and the selected devices are listed.

&z FirmwareUpdate Ver1.5.7.6482

Path : | Browse...
Add I Remove WView log

LIR I tatiy I Erogres Log file
| https://192.168.13.... Ready... 0/0 | 2009-04-14(15-
https://192.168.12,... Ready... o/0 [ | 2009-04-14(15-
https://192.168.14.... Ready... o/0 [ | 2009-04-14(15-
http://192.168.11.8... Ready... ] | 2009-04-14{15-
https://192.168.12.... Ready... 0/0 | 2009-04-14(15-
https://192.168,13.... Ready... o/0 [ | 2009-04-14(15-
[V] https://192.168,11.... Ready... o/0 [ | 2009-04-14(15-
. https://115.178.74.... Ready... 0/0 | 2009-04-14(15-
[V] https://192.168.2.2... Ready... 0/0 | 2009-04-14(15-

Update Close J

Figure 8. Selected devices list

02A.00 UDP Technology Ltd. 10
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Tip. Your ERNITEC EVA is not searched by IPRdminTool?

Your devices may have been connected to the external network or mDNS feature is may has
been disabled on your device. You can add the device manually by typing the IP address for
firmware update.

Click the Add button and ‘Add device’ window pops up. Select https or http according to your
device protocol type (The factory default is HTTPS). Type the IP Address you want to update
and click the Add button. Then, you can see that the IP advice is newly added as below.

#r FirmwareUpdate Yer1.5.1.4256

Path : | Browse...

Al Remove iewy log
R = Stats = Frogress Log fle

o 3 Ready ... oro | 2008-11-03(13-521 192168111
hitps: i 92 168.111.83 SEER oro | | 2008-11-03013-53) 192168111

Add device
LRL
I[ \https:// w| |192.168.111.83 ]

Add Cancel

|l
»

Update Cloze

Figure 9. Add device

02A.00 UDP Technology Ltd. 11
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Tip. Want to remove devices from selected list :

If you want to remove the device from the selected list, tick the box of device you want to
remove. Click the Remove button and you can see the message box as below and the checked
device is removed.

¢%. FirmwareUpdate Ver1.5.1.4256 ®
Path | Browse...
A Remaove Wiy log
URL A | Pragress Log file
ahmamsmmmsmmmsnmmsmmnEnnnEn, Lol e
i Htpa:maznss,m.sa 3 Feady. . oi0 [ | 2008-11-03(13-531 192168111
---------------------------

-
J{) Delete selected device

Update Close

Figure 10. Remove device

02A.00 UDP Technology Ltd. 12
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Step2. Browse the firmware file and update

1. Now, if you have completed listing up the devices you want to update, click the Browse
button and select the firmware file (File format : *.pkt).

2. Click the Update button

3. It requires the log-in authentication as picture below (a). Type the ID and password of
administrator authentication. The factory default is root(ID) and pass(pw).

4. Wait for a few seconds and the progress bar will show you the current status of update.
If the update process is completed, the ‘All update finish’ message box is shown as
below.

Login E|

|https1//192.168.111.83

Authen
e jroot
Py 1****|

[~ Save ID/password

Login | Cancel

(a)

x|

Paith: |D:\SVN\New SDKINYC Seties BINFIRMAARE package2-%0.95.01 pkt Brovvse...
Add Remove “ieww log
s el 1 |:Bragtess Jogities) =
https: 192168111 83 aslicoesss 212 okifirm) 2008-11-03(13-53) 192.168.111

Firmwarelpdate E‘

. i ) All update Finish

Uplate Cloze

Figure 11. Completed firmware update

Step3. Reboot the system

After the completion of the firmware update, you should wait for about 1 minute while the
ERNITEC EVA restarts. Even after the completion of update and reboot of the system, if the
your device is not shown on the scanned list of IPAdminTool, click the ‘Refresh’ button or try to
type the IP address on the internet explorer’s address bar.

02A.00 UDP Technology Ltd. 13



NVC/IPE Series Tools User's Manual

2.1. How to upload new company key file

To upload new company key to your NVC, the *.enc format of new company key should be
prepared. Go to the 3.2. Generating company key file and put that created file in the required
path so that you can use that file in this uploading process. If you have done these process
already, you can follow the steps below to upload the company key file.

Stepl. Run IPAdminTool

Run the IPAdminTool and click the Protect Update button.

IPAdminTool provides the company key files update feature for single or multiple IP devices at
the same time. Click the IP device you want to update (Choose multiple devices with Crt/ key)
and find the Protect Update button on the upper menu. The mouse shortcut menu also
provides the Protect Update menu.

B ipadminTool ¥3.3.0

[ IP Setup ‘[ Update ] I,Reboot ] | [Dewce Info] | [ Refresh ]
Selected DevN_IPcasoo(lgzyjzlea) ) - N

. ———

| [Jpisplay Rack info  [| Stop Refreshing

| Product Name = 1P Address MAC Address Hostriame Firmware Uptirne Al
| 1PC3500 192.168.72.252 00:13:23:03:45:FC Fwi W1.5.641.11710 00,03:41

IPC3500 192.168.72.253 00:13:23:03:45:FD Fwi \1.5.641.11710 00,03:49

IPC3500 192.168.72.242 00:13:23:035:48:F2

IPC3500 192.168.72.237 00:13:23:035:48:ED

IPC3500 192.168.72.235 00:13:23:03:458.EB

IPC3500 192.1656.72.213 00;13:253:035:45:D5

IPC3500 192.1668.72.222 00:13:23:03:45,DE

IPC3500 192.1658.72.254 00:13:23:03:48:FE
IPC3500 192.1658.72.251
19 ]

192.168.72.221 00:13:23:03:48:D
2.168.73.2 00:13:23:03:49:02
19§.168.72.216 00:13:23:03:48:08
190.1658.72.223 00:13:23:03:458:0DF

Rebont

1P Address 2,163,734 00:13:23:035:49:04
" 192.1658.72.249 00:13:23:03:458:F9
TBCARD 197.1AR.75. 737 Ml 3: 230348 FR |
[CIFilter | _i Apply Device count ; 412

Device info

Figure 12. Select device and ‘Protect update’

02A.00 UDP Technology Ltd. 14
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Step2. Browse and update the company key file

Click the Browse button, select new company key file (in this example, vid_cap3.wrp-CAP.enc
which was generated from 3.2. Generating company key file) and click Open button as the
picture below. Select the All files for Files of type if your file is not shown.

Select files to update

Look in: I-_".' Update :J & e B3~

l@l wid_cap2. wrp

i vid_cap2.wrp-CAP enc
| wid_cap3.wrp

| o

I vid_cap3 wep-CAR enc

! wid_cap.wrp

File narme;

Jvid_capE.wrp-E.-‘-‘-.F'.enc:
Filez of type: ],-E'-.II 1= | L] Cancel L

[ Open az read-only

Figure 13. Selection of company key file

Click the Update button and wait for a few seconds and then you may see that the Status
shows ‘success’ with green color as the picture below.

If you get a failed message, refer to the error code description document of IPAdminTool. If
the ‘All update finish’ message is appeared, then the company key of your device has been
changed into new company key successfully.

Path |D:W\l’orks datathly'CiTools Protect Tool v2.0.0 Dwid_capd wrp-CAP enc Browse...
Al Remove Wiew log
R Siglus | lifrodress: SR eseiel
hitps: M 92 16811132 . HSLICCESSs 141 okifirm update ¥id): success update vid - UDE 2008-11-03017-461 192168111

Firmwarellpdate rz|

‘\lF) Al update finish

Uplate: Cloze

Figure 14. Completed company key update

02A.00 UDP Technology Ltd. 15
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2.8. How to rehoot the device remotely hy IPAdminTool

You can reboot the IP device with the Reboot button or you can use the shortcut menu as well.
If you choose the Reboot menu, the below (a) is shown and then, click OK. Then you may see
the Log-in message and type the ID and PW as below (b). After that, click the OK button on the
new popup window (c). Now, the device will get restarted in about 1.5 minutes.

IPAdminTool

Aﬂ cap

Do wou really want to reboot the device?

[ Ok ] I Cancel

(a)

Login E]

|DEViI:E IP 1 192,168,111,32

ID : E'rnot- |
P é"...o]_ |

[Jremember 1D and password

[ Login l ’_ Cancel ]

(b)

IPAdminTool Ed

! E Reboot the device

(c)

Figure 15. Reboot

02A.00 UDP Technology Ltd. 16
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2.9. How to set the frequency of MDNS message sending

Frequency setting E|
Set the MDMNE messages frequency,
Frequency | |4 | tirmesis) every 3 | secand(s)

(Setting '0" time @ It does not set limits to the number of sending messages)

[ Save ] [ Cancel ]

Figure 16. MDNS frequency
What is MDNS?
The IPAdminTool uses a specific protocol, multicast DNS (MDNS) to get the information of
devices on the network. When the IPAdminTool is run by user, it sends the packets which
request the answers from devices. The results are shown on each tab of IPAdminTool.

You can adjust the frequency of the MDNS queries message in this menu.
As an example above, if you set ‘4 times every 3 seconds’, your IPAdminTool would send the
MDNS query 4 times in every 3 seconds and you will get the responses from all devices. If you

set the times as ‘0’ it keeps sending the query without limit.

If you have completed the setting, click the Refresh button on the main menu of IPAdminTool.
Then, the list will be refreshed according to your frequency setting.

NOTE : Setting too frequent query sending could increase the network load.
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3. Protect Tool

3.1. Why company key required?

If your firmware files are encrypted with your own key, it prevents a 3" party user from
changing firmware or any program loaded on NVC. This is because the firmware works only
when the company key succeeds in cross-checking the embedded information and user
modified software.

In this manual, we assume that the company key of your IP device is 0x000000000000, the
default company key which has been generated already in the SDK that UDP provides. The
name of company key file is vid-cap.wrp and it is located in NVC SDK\BIN\Tools\ProtectTool\.

IMPORTANT :
You should be very careful in handling your own company key. Once your device is encrypted
with your own key, every uploaded file on the device requires that company key for encryption.
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3.2. Menu and huttons configuration

&= ProtectTool(v2.0.3.4352)

Generate Company key(wRP) file

Generate Company key(WRFP) file

Close

BC'I'I'I'II:'EIMr key |D:\W0rks data\ WY CHNBINYTools\ProtectTool w2.0.3 4352%id_cap.wrp Browse

Company key{wRP) file -

Company name ]c.qp Current Encrypt mode : ENC1

WRP -= ENC

10

WRP | Browse

EMC |

Yersion | <=

il

Encrypt

BIN -= WRP -= ENC

I <]
DSru: path I Browse

Version I Max 20 bytes - ex= 1.5.2

bin -= wrp | bin -= wrp -> enc

. O .Y . O. )

\—

Figure 17. Generating company key file
Section A

To generate the company key, click this button

Section B

Select the company key used for the encryption of files such as brand file, firmware etc.

Section C

When you want to encrypt the .wrp file format, you can use this section.
Section D

When you want to encrypt the binary file format, you can use this section.

NOTE : Version information does not affect any part of the system but it is used only for user’s
convenience.
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3.3. How to create your own company key

This chapter shows how to generate new company key file to be applied to your device.
Please follow the instructions below.

1. Run ProtectTool.exe program provided in the SDK

2. Click the Generate Company key (WRP) file button.If ‘Select file’ window (a) is shown as
below, go to the path you want to put the company key file in and type a new file
name. And then another window (b) is shown.

3. Type new company key and company name.

NOTE : company key is hexadecimal number and must be 6 bytes. Any friendly name for
company name can be used as this name will be used for the purpose of recognition in the
system. Alphabet, integer number, space and ‘_’ are allowed for company name.

4. Click Generate button.

5. You can see the Success message (c).

Select file

Save i |_? Keys LJ 5 B

I Filename:  |vid_cap3.wrp
Sawe az type: |Dest File[" wrp) L] m
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Generate Company key

Dest file |D:'\Works data' MY ChTools\ProtectTool v1.6.7.0MKeys\vid_cap3.wrp Select path |
Company key |I31I3203I:I4EISDI:I Company key exx= 010203040506
Company name {UDP maxium 16 bytes Generate Close I

(b)

ProtectTool @

! ‘_.,: Success
L

(c)
Figure 18. Company key generated

6. Now, you have created the new company key (In this example, vid_cap3.wrp is new
company key file) and you may see the new window of file encryption as below. The
values in the fields are filled in automatically as below.

e Company key : The default or old company key file is selected and this key file is
used as a ‘key’ when a new file is encrypted.

e Company name : New company name you created earlier is selected.

e Srcfile : New company key file you just created.

e Dest: The Src file will be encrypted into this (*.enc) file.

Encrypt file g|

Company key ]n:nls"..Prn:ntectTn:n:nI w167 .0wid_cap.wrp Select

Company name{LlDF‘

Src file iu:uls\F‘ru:uteu:tTu:n:ul w16, 7 0WWeyvs\wid_cap3.wrp  Browse

Dest ]:tTu:u:-I v1.6.7.0%eyshwid_cap3.wrp-UDP enc  Browse

Encrypt | Close |

Figure 19. Encrypt the generated key file

7. Click the Encrypt button. You can see the encryption is completed as the message
below. The encrypted company key file (vid_cap3.wrp-UDP.enc) is found in the
identical path you have designated at step 3.
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ProtectTool

L] E Success ko encrypk file For cap
#

Figure 20. Completed the encryption

8. Now, you can just upload the created new company key. IPAdminTool provides the
feature of uploading the company key file on NVC. If you have completed generating
your own company key file, go to the 2.7. How to upload new company key file and

follow the steps
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4. Package Tool

If your firmware files are encrypted with your own key, it prevents a 3" party user from
changing firmware or any program loaded on NVC. This is because the firmware works only
when the company key succeeds in cross-checking the embedded information and user
modified software.

In this manual, we assume that the company key of your IP device is 0x000000000000, the
default company key which has been generated already in the SDK that UDP provides. The
name of company key file is vid-cap.wrp and it is located in NVC SDK\BIN\Tools\PackageTool\.
This is very critical because the current key is necessary for users to change it to another one.

4.1. Menu and buttons configuration

£ PackageTool(v1.0.1.4512)

Company kev(WRP file

A Carmpany ke ]D:"'.,'l.l'l.l'l:lrks data\WNYCWBIMNYTools\PackageTool +1.0.0.44155vid_cap.wrp

Corpany name l.:,.:.,p

Packaging

B ENC files User file system ‘ C

Figure 21. Package tool overview

Section A

You can choose the company key file to apply to the kernel file. On the example above,
vid_cap.rwp is used for the key, which is the default file provided by SDK. If you created your
own key and will use that one instead of the default key (vid_cap.wrp), select your key file for
the company key with the Browse button.

Section B

‘Packing’ function is provided. It is used to pack the *.enc format files into *.pkt format. This
tool is useful when you pack multiple files with *.enc formats and combine them into one file
with *.pkt format.

Section C

‘Encryption plus Pack’ function is provided. It is used when you want to customize your NVC
series with your own firmware files, this tool helps you to encrypt these files with your own
company key (Vender ID) and pack them into one *.pkt file.
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4.2. How to pack ".enc files into ". pkt files

Normally, only *.pkt format is allowed for uploading any file on the NVC. This tool helps you to
pack the required files into one file. In order to pack the files, the encrypted files (*.enc) should
be prepared in advance since this tool is used only to pack the encrypted files.

Stepl. Running Package Tool

1. Run the Package Tool.exe in the SDK and you might see the window below.

2. Click the Browse button and choose the company key you want to use for encryption.
If you do not use your own company key, just select the vid cap.wrp, which is
provided in the SDK as a default. Click the User file system button and then User file
system program is run as below.

£ Package Tool{v1.0.1.4512)

Company key({WRP file

Carmpany key 1D:"x'l.l'l.l'|:-rl<s data® MY Ch\BINYToolsMPackageTool +1.0.0 4415 vid_cap.wrp

Corpany name Jc,.:.,p

Packaging

EMC files Click! ser file system

Packaging from ENC files

Path ]D:\Works data\Mw ChFirmwares Browse

Version |00.95.01

I[ Ciast D:vworks datahMy ChWFirmwares-ko,pht ] Browse ‘

Inforrmation

Company narme |C.¢\F‘

File | Tvpe | Attribute | Model Wersion ComparyMame
firrnweare#1.bin-w0,95.01 srp-CAPR 2nc R.AMNW0 EMZ1 0.538.01 CAP
firrnvweare#2 bin-w0.95.0 1 wrp-CAP enc F.atuin EMC1 0.93.01 ZAp
<
Status  |gyccess Pack Close

Figure 22. Packing ENC files
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Step2. Select the path and the version of files
1. Click the Browse button and select the files you want to pack. (In this example,

nvc_firmware#1_0_98 00.bin.wrp-CAP.enc and nvc_firmware#1_0_98 00.bin.wrp-

CAP.enc are selected).
2. You may see that the file name (*.pkt) is created in Dest box automatically and the

added files are listed as above.
3. Type the Version you want to designate for the packed file.

Step3. Pack the files

Click the Pack button at the bottom of the window. And you will see the Success message as
below.

PackageTool E|

L]
\y Success

Figure 23. Succeeded in package

What’s created?
If you check out the folder where the *.enc files are saved, you will find a new *.pkt files is

created (In this example, Firmwares-K.pkt is created).

Step4. Upload the *.pkt file

The procedure of upload is totally the same with the firmware update process. Refer to 2.6.
How to update firmware remotely.
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REVISION HISTORY

MANUAL# DATE (M/D/Y) COMMENTS
D1A.00 11/05/08 Created
D1B.00 12/05/08 Added 3.4. How to update the brand file
D1C.00 02/09/09 Added How to add devices manually for FW update.
D1D.00 03/12/09 Added 4.3.1. Reset User file system to factory default
D1D.01 03/16/09 Reformatting
D1D.02 03/24/09 Added ‘allowed memory space at User FS’
D1E.00 04/14/09 Added ‘How to set the frequency of MDNS message’
01A.00 06/29/09 Added more info (menu and buttons) of ‘Protect Tool’.
02A.00 07/24/09 [FW 1.00.07]
Removed section ‘How to change brand name on the
webpage’.

Removed section ‘Customizing your own firmware
(User file system)’.

** Refer to WHAT’S NEW page for more detailed update.
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